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WEAKNESSES OF CUBIC UOV

AND ITS VARIANTS ∗

Yasufumi HASHIMOTO

Abstract

The unbalanced oil and vinegar signature scheme (UOV) is a signature
scheme whose public key is a set of multivariate quadratic forms over a fi-
nite field. This signature scheme has been considered to be secure and efficient
enough under suitable parameter selections. However, the key size of UOV is
relatively large and then reducing the key size of UOV is an important issue.
Recently in Inscrypt 2015, a new variant of UOV called Cubic UOV was pro-
posed, and in ICISC 2016, two variants of Cubic UOV called CSSv and SVSv
were proposed. It has been claimed that these variants were more efficient than
the original UOV and were secure enough. However, the security analyses of
these schemes were not enough and they can be broken easily. In the present
paper, we describe the weaknesses of these schemes.

1 Introduction

A multivariate public key cryptosystem (MPKC) is a public key cryptosystem whose
public key is a set of multivariate quadratic forms over a finite field. The MPKC is
considered to be a candidate of Post-Quantum Cryptographies since the problem of
solving a system of multivariate non-linear polynomial equations over a finite field
of order 2 is NP-hard [4, 5].

The unbalanced oil and vinegar signature scheme (UOV) [8] is one of the most
famous MPKCs. Its signature generation is simple and the security is considered
to be enough under suitable parameters. On the other hand, the key size of UOV
is relatively large since the number of variables should be taken sufficiently larger
than twice of the number of quadratic forms. Then reducing the key size of UOV is
an important issue.

Recently, a new variant of UOV called Cubic UOV was proposed in Inscrypt 2015
[10] and two variants of Cubic UOV called CSSv and SVSv were proposed in ICISC
2016 [3]. The authors of [10, 3] claimed that these schemes were secure enough and
the keys were much smaller than the original UOV. However, the security analyses
of these schemes in [10, 3] were not enough at all.
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In the present paper, we study the structure of polynomials in these schemes
and describe the weaknesses these three schemes.

2 UOV

We first describe the original unbalanced oil and vinegar signature scheme (UOV)
[8].

Let n, o, v ≥ 1 be integers with n := o + v and v > o Denote by k a finite field
and q := #k. Define the quadratic map G : kn → ko by G(x) = (g1(x), . . . , go(x))t

where gl(x) (1 ≤ l ≤ o) is a quadratic polynomial in the form

gl(x) =
∑

1≤i≤o

xi · (linear form of xo+1, . . . , xn)

+ (quadratic form of xo+1, . . . , xn).
(1)

The secret key of UOV is an invertible affine map S : kn → kn and the quadratic
map G : kn → ko. The public key is the quadratic map

F := G ◦ S : kn → ko.

To generate a signature of a given message m = (m1, . . . , mo)t ∈ ko, first choose
u1, . . . , uv ∈ k randomly and find z1, . . . , zo ∈ k such that

g1(z1, . . . , zo, u1, . . . , uv) = m1,

...
go(z1, . . . , zo, u1, . . . , uv) = mo.

(2)

Note that (2) is a system of o linear equations of o variables z1, . . . , zo. Then such
z1, . . . , zo are found by the Gaussian elimination. The signature for m is x = S−1(z1,
. . . , zo, u1, . . . , uv)t. The signature is verified by checking F (x) = m.

For the security, it is known that Kipnis-Shamir’s attack [9, 8] can recover an
affine map S′ : kn → kn such that

SS′ =
(∗o ∗

0 ∗v

)

with the complexity ¿ qv−o · (polyn.) = qn−2o · (polyn.). Such a map S′ is enough
to break UOV since the quadratic forms in

F ◦ S′ = G ◦ (S ◦ S′)

is similar to (1). This means that n must be taken sufficiently larger than 2o.



3 Cubic UOV and its variants

In this section, we describe the Cubic UOV and its variants CSSv, SVSv [10, 3].

3.1 Cubic UOV

Let n, o, v ≥ 1 be integers with n := o + v, k a finite field and q := #k. For x ∈ kn,
define the polynomials z1(x), . . . , zo(x) and y1(x), . . . , yo(x) by

zl(x) :=





∑

1≤i≤o

xi · (linear form of xo+1, . . . , xn)

+(quadratic form of xo+1, . . . , xn), (l = 1),
(linear form of x1, . . . , xn), (2 ≤ l ≤ o),

yl(x) :=





r1z1(x)(1 + z2(x)) + g1(x), (l = 1),
r2z1(x)z2(x) + g2(x), (l = 2),
rlzl(x)(zl−2(x) + zl−1(x)) + gl(x), (3 ≤ l ≤ o),

where r1, . . . , ro ∈ k\{0}, g1(x), g2(x), g3(x) are cubic forms of xo+1, . . . , xn and
g4(x), . . . , go(x) are quadratic forms of xo+1, . . . , xn. Denote by Y : kn → ko the
map Y (x) := (y1(x), . . . , yo(x))t.

The secret key of the Cubic UOV is an affine map S : kn → kn and the polynomial
map Y : kn → ko. The public key is F := Y ◦ S : kn → ko. To generate a signature
of a given message m = (m1, . . . ,mo)t ∈ ko, first choose u1, . . . , uv ∈ k randomly
and compute

w1 :=r−1
1 · (m1 − g1(u1, . . . , uv)− r−1

2 · (m2 − g2(u1, . . . , uv)),

w2 :=r−1
2 · w−1

1 · (m2 − g2(u1, . . . , uv)),

wl :=r−1
l · (wl−2 + wl−1)−1 · (ml − gl(u1, . . . , uv)), (3 ≤ l ≤ o)

recursively. Next, find α1, . . . , αo ∈ k such that

zl(α1, . . . , αo, u1, . . . , uv) = wl, (1 ≤ l ≤ o).

Then the signature for m is x = S−1(α1, . . . , αo, u1, . . . , uv)−1. The signature is
verified by checking F (x) = m.

3.2 CSSv

Let n, o, v ≥ 1 be integers with n := o + v, k a finite field and q := #k. For x ∈ kn,
define the polynomials z1(x), . . . , zo(x) and y1(x), . . . , yo(x) by

zl(x) :=

{
(quadratic form of x1, . . . , xn), (l = 1),
(linear form of x1, . . . , xn), (2 ≤ l ≤ o),

yl(x) :=

{
z1(x) + g1(x), (l = 1)
zl−1(x)zl(x) + gl(x), (2 ≤ l ≤ o).



where g2(x) is a cubic form of xo+1, . . . , xn and g1(x), g3(x), . . . , go(x) are quadratic
forms of xo+1, . . . , xn. Denote by Y : kn → ko the map Y (x) := (y1(x), . . . , yo(x))t.

The secret keys of CSSv are two invertible affine maps S : kn → kn and T : ko →
ko with

T (y) =




linear form of y1, y2, y3, . . . , yn, 1
linear form of y1, y3, . . . , yn, 1

...
linear form of y1, y3, . . . , yn, 1


 .

The public key is F := T ◦ Y ◦ S : kn → ko. To generate a signature of m ∈ ko,
first compute y := T−1(m). The later process of the signature generation and the
signature verification are similar to Cubic UOV (see [3] for the details).

3.3 SVSv

Let n, o, v, r ≥ 1 be integers with n := o + v + r, k a finite field and q := #k. Note
that r = 2 if q, v are even and r = 1 otherwise. For x ∈ kn, define the polynomials
z1(x), . . . , zo(x) and y1(x), . . . , yo(x) by

zl(x) :=(linear form of x1, . . . , xn), (1 ≤ l ≤ o),

yl(x) :=

{
z2
1(x) + g1(x), (l = 1),

zl−1(x)zl(x) + gl(x), (2 ≤ l ≤ o),

where g1(x), g2(x), . . . , go(x) are quadratic forms of xo+1, . . . , xn. Denote by Y :
kn → ko the map Y (x) := (y1(x), . . . , yo(x))t.

The secret keys of SVSv are two invertible affine maps S : kn → kn, T : ko → ko

and the public key is F := T ◦ Y ◦ S : kn → ko. The signature generation and
verification are similar to CSSv (see [3] for the details).

3.4 SVSv2

In the second version of [3], SVSv was arranged as follows.
Let n, o, v, r, k, q, Y, T be as defined for SVSv. Choose an integer s ≥ 1 and put

n1 := n + s. The secret keys of SVSv2 are an affine map S1 : kn1 → kn and the
quadratic map Y : kn → ko. The public key is F := T ◦ Y ◦ S1 : kn1 → ko. The
signature generation and the signature verification are similar to the original SVSv.

4 Weaknesses Cubic UOV and its variants

In this section, we describe the weaknesses of Cubic UOV, CSSv, SVSv and SVSv2.



4.1 SVSv2

For a public key F of SVSv2, it is easy to see that F (x1, . . . , xn, 0, . . . , 0) is just a
public key of the original SVSv. It is a non-sense modification of SVSv.

4.2 SVSv

Let Z be an n× n matrix with

(z1(x), . . . , zo(x), xo+1, . . . , xn)t = Zx.

It is easy to see that
F = T ◦ Y ◦ S = T ◦ Ỹ ◦ (Z ◦ S),

where Ỹ (x) = (ỹ1(x), . . . , ỹo(x))t is given by

ỹl(x) :=

{
x2

1 + g1(x), (l = 1),
xl−1xl + gl(x), (2 ≤ l ≤ o).

This means that SVSv is almost same to a sparse version of Tsujii’s/Shamir’s scheme
proposed and already broken over 20 years ago [13, 6, 11, 1]. The attacker can recover
an equivalent secret key easily similar to [6, 1].

4.3 CSSv.

Let Z be an n× n matrix with

(1, z2(x), . . . , zo(x), xo+1, . . . , xn)t = Zx.

It is easy to see that
F = T ◦ Y ◦ S = T ◦ Ỹ ◦ (Z ◦ S),

where Ỹ (x) = (ỹ1(x), . . . , ỹo(x))t is given by

ỹl :=





(quadratic form of x1, . . . , xn), (l = 1),
(cubic form of x1, . . . , xn), (l = 2),
xl−1xl + gl(x), (3 ≤ l ≤ o).

This means that the polynomials ỹ3, . . . , ỹo are same to ỹ3, . . . , ỹo of SVSv. Recall
that f2(x), . . . , fo(x) in the public key F are linear sums of ỹ1(S(Z(x))), ỹ3(S(Z(x))),
. . . , ỹo(S(Z(x))). Then, removing the contribution of ỹ1 from f2(x), . . . , fo(x) by the
high-rank attack [6, 1], the attacker can recover an equivalent secret key of CSSv
similar to SVSv.



4.4 Cubic UOV

Let Z be an n× n matrix as given in §4.3 and z̃1(x) := z1(Z−1x). Then we have

F = Y ◦ S = Ỹ ◦ (Z ◦ S),

where Ỹ (x) = (ỹ1(x), . . . , ỹo(x))t is as follows.

ỹl :=





r1z̃1(x)(1 + x2) + g1(x), (l = 1),
r2z̃1(x)x2 + g2(x), (l = 2),
rlxl(xl−2 + xl−1) + gl(x), (3 ≤ l ≤ o).

(3)

Choose a constant c ∈ kn\{0} randomly, take the difference

Dfi(x) := fi(x + c)− fi(x)

for i = 1, 2 and let Qi the coefficient matrix of the quadratic form Dif(x). Since

ỹ1(x)− r−1
2 r1ỹ2(x) =r1z̃1 + (g1(x)− r−1

2 r1g2(x))
=(quadratic form of x1, . . . , xn)

+ (cubic form of xo+1, . . . , xn),

we see that

Q1 − r−1
2 r1Q2 = (ZS)t

(
0o

∗v

)
(ZS),

namely there exists β ∈ k\{0} such that the rank of Q1 − βQ2 is at most v. Once
such a β is found, the attacker can recover an n× n matrix S1 with

(ZS)S1 =
(∗o ∗

0 ∗v

)

easily. After that, recovering an n× n matrix S2 =
(∗o ∗

0 ∗v

)
such that F ◦ S1 ◦ S2

is as given in (3) is an elementary problem in the undergraduate linear algebra.
Remark 1. After we described our attack on Cubic UOV in the e-print [7], Duong
and Wang (e.g. [2, 14]) claimed that our attack did not work. However, their
opinions were based on elementary mistakes. We heard that they already admitted
that they were completely wrong and withdrew their work.
Remark 2. Our attacks on CSSv, SVSv and SVSv2 were presented in the second
version of our e-print [7] posted in May 2017. At ICISC 2017 held in November -
December 2017, Shim et al. [12] presented almost the same attacks even though the
submission deadline was in September 2017 and they cited our e-print.
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